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Home Depot. Target. Sony. New Jersey cannabis alternative treatment 

centers (ATCs)? 

While everyone knows of the large data breaches, the one thing that these 

large multinational companies share with state and regional cannabis 



companies is the reality that all are prey to data breaches. The notable 

difference, however, is that while Home Depot, Target, and Sony may have 

the market cap sufficient to absorb losses stemming from it, ATCs do not.  

Companies should not take solace in the hope that hackers will merely bypass 

them for these larger targets.  Smaller companies, and even cannabis 

companies, can and have been hacked and subject to data breaches in the 

past.  

Take for instance Sunniva, a Canadian medical cannabis company, who, 

through a subsidiary, had private data of approximately 34,000 patients 

exposed through a cyberattack earlier this year.  Indeed, the hack itself is not 

the only noteworthy aspect of their story, as it was subsequently sued in a 

class-action lawsuit seeking damages associated with same.  

Data privacy laws only continue to evolve and expand in scope.  Take, for 

instance, California, home to thousands of licensed cannabis businesses, 

which implemented a far-reaching data privacy law named the California 

Consumer Privacy Act (CCPA), which goes into effect Jan. 1, 2020.   

The CCPA placed numerous affirmative obligations on California businesses, 

including, but not limited to: drafting a data privacy notice wherein the 

Company is obligated to disclose what personal information it is collecting 

and allowing consumers to request that such information be deleted; and, 

providing California consumers, upon request, with specific information that 

the business collected from said consumers for the preceding 12-month 

period.  

This causes a heavy administrative obligation on the part of consumer-facing 

cannabis businesses operating in California, already subject to thin profit 

margins.  

But we’re in New Jersey, not California, so we’re good, right? Not quite. 

Most importantly, the CCPA may be applicable to cannabis companies that 

have no physical locations in California. Additionally, New Jersey’s Identity 

Theft Prevention Act (ITPA) has enough teeth to make anyone fearful of the 

bite.  For instance, ITPA allows those whose personally identifiable 



information has been stolen to sue for: treble damages; costs; and, most 

costly, the claimant’s attorney’s fees (attorneys are just the worst). 

But you may be thinking, “All my customers do when they come to the 

dispensary is buy flower and leave, how much personally identifiable 

information could I be receiving?” 

Well, a lot for the purposes of the ITPA, as it protects: the consumer’s name; 

plus, one or more of the following: social security number, driver’s license 

number, account number, credit card number, or debit card number.  

As any dispensary recognizes, that is information that is sought by dispensary 

staff at every single point of sale, i.e., driver’s license, medical marijuana 

program identification card, and debit card.  And the foregoing just addresses 

ITPA, not even HIPAA. 

But remember, obligations create opportunities for new cannabis industry 

entrants to stand out.  

The Department of Health (DOH) is reviewing anywhere from 146 (2018 

RFA) to 196 (2019 RFA) applications in any given RFA round.  

How do I stand out? 

Well, given that both the 2019 and 2018 RFAs obligated applicants to 

address their security plan, applicants should build data security as an aspect 

of that plan.  The DOH’s regulations identify the floor by which alternative 

treatment centers are to be judged, though many applicants restrictively use 

those regulations as their guide.  

However, not only meeting, but exceeding any regulatory requirement is part 

of what makes a winning application. Demonstrating compliance not only 

with a physical and operational security plan, but also a data security plan, 

will not only position such applicants for success in its application, but, more 

importantly, its operations.  

 


